
CAPTCHAs

Past, Present, and
Future
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The Problem
https://web.archive.org/web/19990502112707/http://edit.yahoo.com/config/eval_register 2
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The Problem

1. Bots can submit online forms magnitudes faster than humans

2. This allows for spam submissions (accounts, posts, comments)

3. This causes an unfriendly environment for users.

Will it ever be solved?

10 problems we don't know how to solve“ “
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Solution: CAPTCHA
Completely
Automated
Public
Turing test to tell
Humans and
Computers
Apart
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Approach #1

1. Find a task difficult for computers, easy for humans.

2. Automate it.

Image Recognition!
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Image Recognition Idea

1. Collect many many images.

2. Ask the user to label one.

Issues:

Label what in the image?

i18n: What if I don't know English?

What if I can't see the image well/at all?

I'm raelly bad at speling.
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Approach #2

1. Start with a task computers and humans are good at.

2. Add noise to the given task
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Guidelines

Accessibility

Task Security; Even After Wide-Spread Adoption

Script security
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Implementation (Earliest CAPTCHAs)

1. Starts with an image of a word

2. Distort it

Easy for humans. Hard for computers; AI wasn't good back then!
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CAPTCHA tests are based on open problems in artificial
intelligence (AI): decoding images of distorted text, for instance,
is well beyond the capabilities of modern computers. Therefore,

CAPTCHAs also offer well-defined challenges for the AI
community, and induce security researchers, as well as otherwise

malicious programmers, to work on advancing the field of AI.
CAPTCHAs are thus a win-win situation: either a CAPTCHA is not

broken and there is a way to differentiate humans from
computers, or the CAPTCHA is broken and an AI problem is

solved.

“

“
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Initial Issues

Hard to impossible for visually impaired users

i18n

More to come!
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Yahoo adapts CAPTCHA (2002)
https://web.archive.org/web/20020913155301/http://edit.yahoo.com/config/eval_register 12
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reCAPTCHA

What if we used CAPTCHA for good?

One artificially warped word

One unknown word from a book
13



Google: Don't be evil.

In 2009, Google acquired reCAPTCHA for an undisclosed amount
(von Ahn says the sum was somewhere between $10 million and

$100 million) and put the program to work on a tremendous
scale, digitizing material for Google Books and the New York
Times archives. In 2012, it was translating about 150 million

distorted words a day.

“
“
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The Battle: Bots vs CAPTCHAs

AI advanced at a high rate.

In 2014, at the highest difficulty, only 33% of humans got it right,
compared to AI getting it correct 99.8%.
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Make The Test

HARDER
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Remove Padding; Add Blobs
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Make The Test

HARDER
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Make The Test

HARDER
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back to normal

pwease 
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Images!!!!
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....a bit harder?
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...what?
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can we go back to text?
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NOPE
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Dress????
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SMILING?
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..........
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0:00 / 0:59
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AND YOU HAVE TO DO IT

FAST!
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Introducing: CAPTCHA Sweatshops
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Introducing: Pornography Attacks
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Solvers
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I give up
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Google please no

NOOOO!!
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reCAPTCHA v3

Monitor mouse movement

IP Activity

Cookies

Website behaviour

Click speed

What are they training now?
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Open source good alternatives?

not really

well

maybe

53



Cryptography

Hard puzzle that requires a CPU to solve

Slow bots down, but slows everyone as well
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Friendly CAPTCHA
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IconCAPTCHA
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New CAPTCHA?

Privacy-focused: ideally no tracking

Secure: Cannot be bypassed

Libre

Drop in replacement

Simple/Hidden UI

Adaptive and flexible
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